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Online Fraud & Security

Online Certificates – History & 
Future
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• Introduction
• History of certificate issuance
• Potential for fraud today
• Outlook for the future

Agenda
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• Hackers disrupting port and transportation 
operations

• Pirates accessing GPS and navigational 
data to intercept vessels

• Potential for certificate fraud

Online > Cyber > Heartbleed >Heartburn
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History
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Pros Cons
• Difficult to falsify • Long turnaround
• Tight underwriting & 

document controls
• No data for analysis

Manual preparation by insurer clerical staff
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History
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Pros Cons
• Reduced clerical work for 

insurance companies
• Difficult to control blank 

certificates
• Improved turnaround time • No data for analysis

Manualpreparationby brokers and/or clients



© 2013 Oceanwide, Inc.

History
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Pros Cons
• Improved efficiency for 

clients
• Limited control by 

insurance companies
• Some control over policy 

terms
• Difficult to update systems

1st Generation PC Based systems
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Modern Certificate Systems
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Pros Cons
• Improved control for 

underwriters
• Multiple systems, multiple 

places for data

Online, real time certificate issuance

Discovery: Very little evidence of 
online certificate fraud
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• Systems have different levels of validation 
against policy terms

• Balance underwriting control with 
customer’s ease-of-use

• Limited control over number of “Original” 
certificates issued

• Automation is not a replacement for 
human involvement

Current Risk Areas
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• Online certificates will continue to be 
important globally

• Compliance will continue to drive Insurer 
use

• New technologies have the potential to 
change what we consider a certificate

• Using additional data sources could 
reduce fraud potential

Outlook for Tomorrow
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